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LAW AND THE REGULATORY AUTHORITY

Legislative framework

1 | Summarise the legislative framework for the protection
of personally identifiable information (PII). Does your
jurisdiction have a dedicated data protection law? Is the data
protection law in your jurisdiction based on any international
instruments on privacy or data protection?

As a member state of the European Union, Malta's data protection laws
include the EU's General Data Protection Regulation (2016/679) (GDPR).
Chapter 586 of the Laws of Malta, the Data Protection Act (2018), along
with its subsidiary legislation, came into force on 28 May 2018, repealing
the previous Data Protection Act of 2001.

Malta is also a party to the Convention for the Protection of
Individuals regarding the Automatic Processing of Personal Data
(ETS.108), which came into force in 2003.

Data protection authority

2 | Which authority is responsible for overseeing the data
protection law? Describe the investigative powers of the
authority.

The Office of the Information and Data Protection Commissioner,
appointed according to article 11 of the Data Protection Act (2018), is
the supervisory authority responsible for overseeing the applicability
and enforcement of data protection law in accordance with the require-
ments of the GDPR.

Further to the provisions of the GDPR and the Data Protection Act
(2018), the Commissioner shall have the right to carry out investigations
in the form of data protection audits and inspections, as well as demand
and access personal data and data processing equipment, records
and documentation held by data controllers or data processors. The
Commissioner may also request the assistance of the executive police to
enter and search any premises in the course of investigation. Moreover,
when exercising such investigative powers, the Commissioner may ask
for additional information from any person deemed to be of interest;
lack of cooperation or the provision of false information may lead to
criminal prosecution.

Cooperation with other data protection authorities

3 | Are there legal obligations on the data protection authority to
cooperate with other data protection authorities, or is there a
mechanism to resolve different approaches?

The Data Protection Act (2018) provides for joint operations with the
supervisory authorities of other EU member states. The Act refers
to the GDPR in instances when the national supervisory authority is
to cooperate with other supervisory counterparts. In such cases, the

Commissioner is to confer his or her powers, including investigative
ones, to members and staff of the member states’ supervisory authori-
ties; the Act (2018) provides that such conferment of powers is to be
made under the exercise and in the presence of the Commissioner.

The GDPR envisages that data protection authorities, referred to as
supervisory authorities, provide relevant information and give mutual
assistance to other supervisory authorities, thus ensuring that the
GDPR is implemented in a consistent manner.

Breaches of data protection

4 | Can breaches of data protection law lead to administrative
sanctions or orders, or criminal penalties? How would such
breaches be handled?

The GDPR provides that administrative fines can be imposed pursuant
to its infringement. It is also stipulated that such fines must be effec-
tive, proportionate and dissuasive. Supervisory authorities are also
instructed to take into consideration several elements when imposing
such fines, including but not limited to intent, gravity and degree of
cooperation. Different infringements carry different administrative fines.

The Data Protection Act (2018) specifies the administrative fines
that can be imposed by the Commissioner by order in writing upon the
controller or processor, which fines shall be due to the Commissioner
as a civil debt should such persons be found in breach of applicable
data protection laws; such fines have not been capped. Fines shall not
exceed €25,000 per violation in the case of public authorities or bodies.
Moreover, a daily fine can be imposed by the Commissioner for each
day on which the violation persists. A €5,000 fine has been imposed on
a competent Maltese Authority following a major data breach. A tempo-
rary ban on the Authority’s online portal was also imposed.

With reference to criminal penalties, the Act (2018) stipulates that if
a person knowingly provided false information to the Commissioner or
else failed to comply with a lawful request made by the Commissioner
during an investigation, that person is to be found guilty of a criminal
offence and will be liable to a fine running up to €50,000, with a possible
term of imprisonment for six months.

Following the coming into effect of the GDPR, several data breach
notifications were made to the Maltese Commissioner, leading to the
issuance of a number of fines, which up until April 2019 amounted to
nearly €40,000. Most breaches reported were in the financial services
sector, followed by breaches in the gaming sector and in public entities.
Most of the breaches were reported to be caused by either internal non-
malicious action or human error.
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SCOPE

Exempt sectors and institutions

5 | Does the data protection law cover all sectors and types of
organisation or are some areas of activity outside its scope?

The Data Protection Act (2018) provides that certain entities, persons
and activities are excluded from the scope of the law and consequently
the requirements of the General Data Protection Regulation (GDPR). In
this case, the Act (2018) follows the provisions of the GDPR when it
comes to exempt sectors and institutions. The processing of personal
data for activities falling outside of the scope of Union law is excluded;
data protection laws also do not apply when the government of Malta
carries out activities in accordance with the scope of Chapter 2 of title 5
of the Treaty of the European Union, dealing with common foreign and
security policy. Natural persons carrying out personal and household
activities are also excluded from the scope of the law. Finally, competent
authorities are also excluded from the scope of the law when processing
data with the purpose of preventing, investigating, detecting or pros-
ecuting criminal offences or executing criminal penalties, including the
safeguarding against and the prevention of threats to public security.

It is also to be noted that the Act (2018) allows certain deroga-
tions to be made when processing personal data for scientific, historical,
archiving or official statistical purposes. These derogations are only
allowed if the full applicability of the law renders the achievement
of the exercises in question impossible or impaired and if the data
controller believes that such derogations are necessary. In addition,
the Act provides that the provisions of the GDPR could be further dero-
gated from in order to exercise the right to freedom of expression and
information.

Communications, marketing and surveillance laws

6 | Does the data protection law cover interception of
communications, electronic marketing or monitoring and
surveillance of individuals? If not, list other relevant laws in
this regard.

The Data Protection Act (2018) itself makes no reference to the inter-
ception of communications, electronic marketing or monitoring and
surveillance of individuals.

Subsidiary Legislation 586.08, titled Data Protection (Processing
of Personal Data by Competent Authorities for the Purposes of the
Prevention, Investigation, Detection or Prosecution of Criminal Offences
or the Execution of Criminal Penalties) Regulations and implementing
Directive (EU) 2016/680 of the European Parliament and of the Council,
addresses technical surveillance, in that it is lawful for competent
authorities to collect personal data through technical surveillance or
through automated means.

Under Maltese law, Chapter 391 of the Laws of Malta, titled the
Security Service Act, addresses the interception of communications,
which by the definition provided in the same Act includes an array of
activities such as surveillance; the act itself makes no reference to
the processing of data. On the other hand, the GDPR addresses direct
marketing, but does not distinguish between electronic and non-elec-
tronic marketing. In cases of direct marketing, the data subject has the
right to object to the processing of their data for marketing purposes.

www.lexology.com/gtdt
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Other laws

7 | Identify any further laws or regulations that provide specific
data protection rules for related areas.

Under Maltese law, apart from the Data Protection Act (2018), there are
various subsidiary legislations implementing EU regulation or regula-
tions issued by the Minister responsible for data protection.
Subsidiary Legislation 586.01, titled Processing of Personal Data
(Electronic Communications Sector) Regulations and implementing
Directive 2002/52 EU of the European Parliament and Council,
addresses the processing of data when providing publicly avail-
able electronic communications services in public communications
networks in Malta and any other country.
Subsidiary Legislation 586.06, titled Processing of Personal Data for
the Purposes of the General Elections Act and the Local Councils
Act Regulations, deals with the processing of data in elections held
in accordance with Maltese electoral law.
Subsidiary Legislation 586.07, titled Processing of Personal Data
(Education Sector) Regulations, addresses the processing of data
by educational institutions and authorities.
Subsidiary Legislation 586.10, titled Processing of Data Concerning
Health for Insurance Purposes Regulations, adds to the existing
data protection law when it comes to processing data for insurance
purposes and provides for lawful scenarios in which data can be
collected.
Subsidiary Legislation 586.11, titled Processing of Child's Personal
Data in Relation to the Offer of Information Society Services
Regulations, provides for the minimum age (currently 13), that
minors must have attained for information society services to be
able to process the child’s data in the absence of parental consent.

Pll formats

8 | What forms of Pll are covered by the law?

The GDPR lays down rules for the protection of natural persons when
their personal data is processed and makes no distinction with regard to
its form. The Data Protection Act (2018) upholds the same scope of the
GDPR in that data protection law applies to the processing of personal
data, wholly or partly, either by automated means or otherwise, where
such data is processed to form part of a filing system or is intended for
such purpose.

Extraterritoriality

9 | Is the reach of the law limited to Pll owners and processors
of Pll established or operating in the jurisdiction?

The Data Protection Act (2018) mirrors its provisions on the GDPR when
defining its territorial scope. The Act is applicable when the processing
of data occurs by a data controller (Pll owner) or processor in a Maltese
establishment. The Act also specifies that processing occurring in a
Maltese embassy or in a High Commission situated abroad falls within
the scope of the Act. Data controllers or processors not established
within the EU are also bound by data protection law if the data subjects
being offered goods or services are based in Malta, whether such
services or goods are offered for remuneration or free of charge. Data
protection law applies if data subjects situated within Malta are being
monitored for their behaviour. The provisions of the Act (2018) and the
GDPR also apply to data controllers processing data outside of the EU
if public international law states that Maltese law is applicable in such
circumstances.
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Covered uses of Pl

10 | Is all processing or use of Pll covered? Is a distinction made
between those who control or own PIl and those who provide
PIl processing services to owners? Do owners', controllers’
and processors’ duties differ?

The Data Protection Act (2018), along with the GDPR, provides for the
establishment of data subject rights and stipulates when such laws are
not applicable and when exclusions and derogations apply. Data protec-
tion laws apply solely to natural persons. The aforementioned law and
regulation differentiate between the role of the data controller and that of
the data processor, imposing different responsibilities upon each party.

Under the GDPR, the data controller must maintain documenta-
tion recording data processing undertaken by him or her, which shall
be available for consultation at any time. Other measures to be taken
by the controller include the implementation of and adherence to data
protection policies and codes of conduct, adopting a data protection-by-
design approach and ensuring that measures to safeguard data are in
place through appropriate technical and organisational structures.

With reference to the data processor, the GDPR provides that
personal data should only be processed by the processor following
the written instructions provided by the controller. When required, a
processor must demonstrate their compliance with the GDPR to the
controller and supervisory bodies. Unless the controller gives his or
her written consent, a processor cannot engage a sub-processor. The
processor is obliged to assist the controller with regard to both data
subject requests and compliance. If instructed by the controller, a
processor should be able to delete data. Moreover, both parties shall
cooperate with supervisory bodies and maintain records of the name
and contact details of the processor, controller and data protection
officer; the purpose of data processing; and the types and categories of
data and data subjects in their possession, among others.

LEGITIMATE PROCESSING OF PII

Legitimate processing - grounds

11 | Does the law require that the holding of Pll be legitimised
on specific grounds, for example to meet the owner’s legal
obligations or if the individual has provided consent?

The Data Protection Act (2018) relies mainly on the provisions of the
General Data Protection Regulation (GDPR), which provide that for the
processing of personal data to be lawful:

. the data subject must either have given his or her explicit consent;
the controller has ensured such data is compliant with a legal
obligation; or
processing is necessary in order to protect the vital interests of the
data subjects.

Data processing is also legitimate if it is necessary to carry out a task in
the public interest or to fulfil the legitimate interests of the controller,
unless such a data controller is a public entity, in which case legitimate
interest is not considered to be a legal ground for processing.

Where the processing of data is based on the data subject's
consent, the controller shall demonstrate that it was the data subject
who freely consented to such processing.

When it comes to the processing of personal data belonging to
minors, the GDPR speaks about the consent that can be given by minors
to offers of information society services. The GDPR provides that if a
minor is under the age of 16, processing of the minor’s personal data
can only be lawful if authorised by the holder of parental authority. In the
case of Malta, the age has been lowered to 13, as allowed by the GDPR,
for the purposes of subscription or use of information society services.

GTG Advocates

Legitimate processing - types of Pll

12 | Does the law impose more stringent rules for specific types of
PlI?

The GDPR prohibits the processing of special categories of personal
data, such as data identifying ethnic origin and political opinions or
related to health, among others. However, it lays down certain excep-
tions whereby special categories of data can be processed in accordance
with the law of individual member states. Within the remit of Maltese
law, the Act (2018) allows for the processing of identity documents,
genetic data, biometric data and data concerning health, provided that
such processing follows the specific requirements connected to the
processing of such special data.

The Processing of Data Regulations for the Education Sector
addresses the processing and use of data by educational institutions
and authorities.

DATA HANDLING RESPONSIBILITIES OF OWNERS OF PII

Notification

13 | Does the law require owners of Pll to notify individuals whose
Pll they hold? What must the notice contain and when must it
be provided?

The Data Protection Act (2018) makes no specific reference to data
controllers (owners of personally identifiable information) having
to notify individuals whose personal data they hold and relies on the
General Data Protection Regulation (GDPR). The latter provides that the
data controller may have to communicate with the data subject in cases
where the data subject’s personal data is rectified or erased. The data
controller is also required to notify the data subject should the original
processing purposes justifying data collection be changed or expanded
and, most importantly, in cases where a data breach has been ascer-
tained and is likely to result in a high risk to the rights and freedoms of
the individual. Such notification shall contain a list of the categories and
an approximate number of data subjects and data records concerned,
the contact details of the controller’s data protection officer or alterna-
tive representative and the likely consequences and measures taken to
address and mitigate the breach.

Within the context of Maltese law, it should also be noted that the
Restriction of the Data Protection (Obligations and Rights) Regulations
refer to scenarios where data controllers may be required to inform
data subjects in cases when their rights are restricted; unless such
disclosure is prejudicial for the purpose of the restrictions.

Exemption from notification

14 | When is notice not required?

The data controller shall not be required to notify the data subject of an
ascertained data breach where:
it has implemented appropriate technical and organisational
protection measures to the breached data, defusing the risk to the
subject’s rights and freedoms;
the controller has taken subsequent measures that ensure that the
high risk to the rights and freedoms of data subjects is no longer
likely to materialise; and
individual notification would require a disproportionate effort.

In such a case, the controller shall instead issue a public communica-

tion or similar measure whereby the data subjects are informed in an
equally effective manner.
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Control of use

15 | Must owners of Pl offer individuals any degree of choice
or control over the use of their information? In which
circumstances?

The GDPR establishes that controllers must inform data subjects of the
purposes and legal grounds for processing, including:
legitimate interest;
information regarding the recipients or categories of recipients of
the data subject’s data, if any;
the intention to transfer the data to a third country or international
organisation, if applicable; and
the period for which the data will be retained.

In cases where processing is based on consent, the data subject shall
have the right to withdraw such consent easily, while in cases of
processing based upon legitimate interests, the data subject shall have
the right to object to such legitimate interests. Furthermore, the GDPR
grants the data subject various rights allowing increased control of his
or her personal data.

Within the Maltese context, the Restriction of the Data Protection
(Obligations and Rights) Regulations provides that when the rights
of data subjects are restricted due to the various legitimate reasons
provided for by law, the data collected can only be processed for the
purpose of its collection, unless the law provides otherwise, or unless the
data subject gives his or her consent for the data to be used otherwise.

Data accuracy

16 | Does the law impose standards in relation to the quality,
currency and accuracy of PII?

The Data Protection Act (2018) makes no reference to the quality,
currency or accuracy of personal data and relies on the provisions of
the GDPR. The GDPR states that the personal data processed shall be
accurate and where possible kept up to date. The data subject is also
granted the right to request the rectification of inaccurate personal data;
inaccuracy of data gives the data subject the right to restrict the data
controller from further processing.

Amount and duration of data holding

17 | Does the law restrict the amount of PII that may be held or
the length of time it may be held?

While the Data Protection Act (2018) makes no mention of measures
regarding minimisation or retention periods with regard to personal
data, the GDPR requires the data controller to establish concrete
retention periods for all personal data collected, which period shall be
notified to the data subject prior to the collection of data. Should such
a retention period not be easily determinable, the data controller shall
inform the data subject of the criteria to be applied when determining
such retention period. The principle of data minimisation requires the
data controller to collect only personal data necessary for established
processing purposes.

Finality principle

18 | Are the purposes for which PII can be used by owners
restricted? Has the ‘finality principle’ been adopted?

The GDPR provides that personal data is to be collected for a speci-
fied, explicit and legitimate purpose and that if such data is further
processed, the processing has to be compatible with the initial purpose
of collection. Additional processing may only be conducted following
prior notification and provision of information to the data subject.

www.lexology.com/gtdt
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Use for new purposes

19 | If the finality principle has been adopted, how far does the
law allow for PII to be used for new purposes? Are there
exceptions or exclusions from the finality principle?

The Act (2018) acknowledges that in cases of data collected for histor-
ical, scientific, statistical and archiving purposes, the same data can be
used for other purposes, in which case data controllers and processors
must fully abide by the provisions of the Act (2018) and the GDPR.

The Restriction of the Data Protection (Obligations and Rights)
Regulations provides that data collected in terms of the parameters of
the same regulation can be processed only for the purpose of its collec-
tion, unless the law provides otherwise or the data subject gives their
consent for the data to be used otherwise.

SECURITY

Security obligations

20 | What security obligations are imposed on PIl owners and
service providers that process PIl on their behalf?

The General Data Protection Regulation (GDPR) states that personal data
is to be processed in an appropriately secure manner. The controller is
obliged to include a general description of the technical and organisa-
tional security measures taken in its processing activities record. It is
also stipulated that both the data controller and the processor are to
implement technical and organisational measures to ensure an appro-
priate measure of security through encryption, pseudonymisation and
integrity of the network systems, the creation of data protection policies
and codes of conduct, among other measures.

The Restriction of the Data Protection (Obligations and Rights)
Regulations also provides that the data controller must implement
appropriate technical and organisational measures.

Notification of data breach

21 | Does the law include (general or sector-specific) obligations
to notify the supervisory authority or individuals of data
breaches? If breach notification is not required by law, is it
recommended by the supervisory authority?

The Data Protection Act (2018) makes no specific reference to notifi-
cations to supervisory authorities or individuals with regard to data
breaches, and relies on the provisions of the GDPR.

The GDPR provides that when there is a personal data breach, the
supervisory authority is to be informed by the controller without undue
delay and, in any case, within 72 hours of the discovery of the data
breach. This period may only be extended in justified cases. In cases
where the processor becomes aware of such a breach, the processor
must immediately inform the data controller.

In cases of high risk, the breach must also be communicated to
the data subject, through direct communication using clear and plain
language. The controller may not be obliged to inform the data subject
if appropriate technical and organisational protection measures were
implemented, subsequent measures to mitigate the breach are taken
and if it would involve a disproportionate effort to notify data subjects
individually.
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INTERNAL CONTROLS

Data protection officer

22 | Is the appointment of a data protection officer mandatory?
What are the data protection officer’s legal responsibilities?

The General Data Protection Regulation (GDPR) provides for specific
situations where a data protection officer is to be appointed, mainly if:
the processing is conducted by a public authority, excluding courts
acting in their judicial capacity;
the processing of data occurs on a large scale by controllers and
processors whose core activity is data processing; and
the data controller and processor process special categories of
data and data in connection to criminal convictions and offences
on a large scale.

The Data Protection Act (2018) stipulates that the minister responsible
for data protection can prescribe regulations to designate the manda-
tory appointment of a data protection officer in cases other than those
already provided for by the GDPR.

In terms of the main responsibilities of a data protection officer,
the GDPR states that the officer is to inform and advise the controller
or processor on their obligations pursuant to the GDPR and other data
protection laws, monitor the policies of the controller or processor in
relation to the GDPR, cooperate with supervisory authorities and act
as a contact point with such an authority, and provide advice on impact
assessments. The data protection officer shall also be the point of
contact with regard to matters concerning data protection within and
outside the organisation.

Record keeping

23 | Are owners or processors of Pll required to maintain
any internal records or establish internal processes or
documentation?

The Data Protection Act (2018) does not provide for the further keeping
of internal records or for the establishment of internal processes or
documentation, other than what is provided for in the GDPR. The GDPR
provides that controllers shall keep a record of processing activities;
processors are also obliged to maintain records of processing activities
carried out on behalf of controllers. Both parties shall also maintain
documentation relating to the appropriate technical and organisational
structures present within their remit in compliance with the GDPR,
which shall be available for consultation at any time.

New processing regulations

24 | Are there any obligations in relation to new processing
operations?

The GDPR requires the application of the principles of data protection
by design, which involves the implementation of appropriate measures,
controls and processes to ensure data protection principles are adhered
to without the need for additional action. Such measures may include
pseudonymisation and anonymisation, while adhering to the principles
of confidentiality, integrity and availability of personal data. The GDPR
also includes the implementation of appropriate technical and organisa-
tional measures for ensuring that, by default, only personal data which
is necessary for each specific purpose of the processing is processed.
Furthermore, the data controller shall carry out impact assess-
ments where a type of processing in particular using new technologies
is likely to result in a high risk to the rights and freedoms of natural
persons; this shall be particularly required in cases where data
processing involves the systematic and extensive evaluation of

GTG Advocates

personal aspects relating to natural persons which is based on auto-
mated processing, including profiling, where special category data is
processed on a large scale and in cases of large-scale, systematic moni-
toring of public areas.

REGISTRATION AND NOTIFICATION

Registration

25 | Are Pll owners or processors of Pll required to register with
the supervisory authority? Are there any exemptions?

The General Data Protection Regulation (GDPR) and the Data Protection
Act (2018) do not require the registration or enrolment of data control-
lers or data processors with the Office of the Information and Data
Protection Commissioner. The Maltese supervisory authority does,
however, require the registration and publication of details pertaining
to officially appointed data protection officers.

Formalities

26 | What are the formalities for registration?

Not applicable.

Penalties

27 | What are the penalties for a Pll owner or processor of Pll for

failure to make or maintain an entry on the register?

Not applicable.

Refusal of registration

28 | On what grounds may the supervisory authority refuse to

allow an entry on the register?

Not applicable.

Public access

29 | Is the register publicly available? How can it be accessed?

Not applicable.

Effect of registration

30 | Does an entry on the register have any specific legal effect?

Not applicable.

Other transparency duties

31 | Are there any other public transparency duties?

The Maltese supervisory authority requires the registration and publica-
tion of details pertaining to officially appointed data protection officers.

TRANSFER AND DISCLOSURE OF PlI

Transfer of Pll

32 | How does the law regulate the transfer of Pl to entities that
provide outsourced processing services?

The data controller shall have the right to outsource processing activi-
ties to third parties. Such processing must, however, be conducted by
appointed data processors guaranteeing compliance with the General
Data Protection Regulation (GDPR). Data processors must be appointed
in the form of a binding agreement in writing setting out the subject
matter and duration of the processing, the nature and purpose of the
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processing, the type of personal data and categories of data subjects, and
the obligations and rights of the controller. The agreement shall include:
provisions binding the processor to conduct processing activities
solely upon the data controller’s documented instructions;
the imposition of confidentiality clauses upon individuals
conducting processing activities;
the implementation of measures aimed at assisting the data
controller in complying with data subject requests;
the implementation of appropriate technical and organisational
measures to ensure the security of the personal data being
processed,
the duty to assist data controllers in collaborating and requesting
approval from the supervisory authority where necessary, and
provisions regarding the appointment of sub-processors, which
shall only be appointed following the specific or general written
authorisation of the controller.

In the case of general written authorisation, the processor shall inform
the controller of any intended changes concerning the addition or
replacement of other processors, thereby giving the controller the
opportunity to object to such changes.

The data processor shall be given clear written instructions with
regard to the disposal or return of processed personal data upon termi-
nation of the parties’ relationship, which methods of disposal or return
shall be determined solely by the data controller. The data processor
shall also be bound to provide the data controller with all the informa-
tion necessary to prove compliance with the provisions of the GDPR.

Restrictions on disclosure

33 | Describe any specific restrictions on the disclosure of PIl to
other recipients.

Cross-border transfers of personal data to third countries or interna-
tional organisations shall require the Commissioner’s authorisations in
the absence of an adequacy decision or where the appropriate safe-
guards to protect data are not in place; such requirement for appropriate
safeguards may also be fulfilled through the use of contractual clauses
between the parties to the data transfer, as well as through provisions
inserted into administrative arrangements between public authorities
or bodies that include enforceable and effective data subject rights,
subject to the Commissioner’s authorisation. Such transfers shall only
be permitted in cases where the proposed transfers are not repetitive,
where they concern a limited number of data subjects and where they
are required for the pursuit of a data controller’s legitimate interest.

Cross-border transfer

34 | Is the transfer of Pll outside the jurisdiction restricted?

The transfer of personal data outside Maltese jurisdiction is not prohib-
ited by the legal regime currently in force and may be affected freely
within EU territory, as well as to third countries and international organ-
isations. Transfers of personal data to third-country jurisdictions and
international organisations shall take place only in favour of processing
entities able to comply with the conditions contained within the GDPR,
allowing for adequate protection to data subjects as contained within
chapter 5 of the same regulation.

Where the European Commission has determined that a third
country or an international organisation offers adequate levels of
protection (an adequacy decision), such transfers may take place freely
and without the need for specific authorisation; in the absence of such
adequacy decisions, the transfer of personal data to a third country or
an international organisation shall only be permitted provided that the
controller or processor has appropriate safeguards in place and upon

www.lexology.com/gtdt

Malta

condition that enforceable data subject rights and effective legal reme-
dies for data subjects are available in the said third country jurisdiction.
‘Appropriate safeguards’ include:
a legally binding and enforceable instrument between public
authorities or bodies;
the application of binding corporate rules;
the application of standard data protection clauses adopted by the
European Commission;
the application of standard data protection clauses adopted the
Maltese supervisory authority and approved by the European
Commission;
the use of an approved code of conduct coupled with binding and
enforceable commitments of the controller or processor in the
third country to apply the appropriate safeguards, including as
regards data subjects’ rights; or
the presence of an approved certification mechanism together
with binding and enforceable commitments of the controller or
processor in the third country to apply the appropriate safeguards,
including those necessary for the protection of the rights and free-
doms of data subjects.

Without prejudice to the above, the GDPR specifically excludes the
transfer of personal data to third country jurisdictions pursuant to court
judgments or the decision of a third country administrative authority,
unless such request is enforceable by virtue of an international agree-
ment or treaty binding the European Union or Malta and the third
country forwarding such request.

Notification of cross-border transfer

35 | Does cross-border transfer of Pll require notification to or
authorisation from a supervisory authority?

Cross-border transfers of personal data to third countries or interna-
tional organisations shall require the Commissioner’s authorisations in
the absence of an adequacy decision or where the appropriate safe-
guards (such as binding corporate rules, standard conractual clauses,
etc) are not in place; such requirement for appropriate safeguards
may also be fulfilled through the use of contractual clauses between
the parties to the data transfer, as well as through provisions inserted
into administrative arrangements between public authorities or bodies
that include enforceable and effective data subject rights, subject to the
Commissioner’s authorisation. Such transfers shall only be permitted
in cases where the proposed transfers are not repetitive, where they
concern a limited number of data subjects and where they are required
for the pursuit of a data controller’s legitimate interest.

The transfer of personal data outside Maltese jurisdiction is not
prohibited by the legal regime currently in force and may be affected
freely within EU territory, as well as to third countries and international
organisations. Transfers of personal data to third country jurisdic-
tions and international organisations shall take place only in favour
of processing entities able to comply with the conditions contained
within the GDPR, allowing for adequate protection to data subjects as
contained within chapter 5 of the same regulation.

Further transfer

36 | If transfers outside the jurisdiction are subject to restriction
or authorisation, do these apply equally to transfers to
service providers and onwards transfers?

Onward transfers of personal data from a third country or an interna-
tional organisation to another third country or another international
organisation are subject to the same conditions imposed upon initial
transfers to third countries or international organisations.
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RIGHTS OF INDIVIDUALS

Access

37 | Do individuals have the right to access their personal
information held by PIl owners? Describe how this right can
be exercised as well as any limitations to this right.

Article 15(3) of the GDPR grants data subjects the right to request a
copy of their personal data being processed by the data controller.
Such access shall be provided free of charge and in an easily acces-
sible electronic format should the data subject’'s request be made by
electronic means. Additional copies of that data may also be provided
at a reasonable, elective fee covering administration costs incurred by
the data controller.

While this access right is generally considered to be universal, it
may be lawfully curtailed in particular instances whereby disclosure of
personal data may result in the data controller’s failure to meet its legal
obligations under other laws currently in effect in Malta, such as the
Prevention of Money Laundering Act.

Other rights
38 | Do individuals have other substantive rights?

Under the GDPR's provisions, the data subject is also afforded the right
to rectification of personal data, the right to erasure of personal data,
the right to restrict processing, the right to data portability, the right to
object to processing of personal data and the right to lodge a complaint
before the relevant supervisory authority with regard to issues relating
to the processing of personal data.

The GDPR also prohibits the processing of special categories of
personal data, including data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs or trade union membership,
and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation, save for
specific instances or upon the data subject’s granting of explicit consent.
Furthermore, data subjects have the right not be subjected to decisions
based solely on automated decision-making processes, provided that
such decisions produce legal effects or other significant effects that may
affect the data subject’s rights and freedoms.

Compensation

39 | Are individuals entitled to monetary damages or
compensation if they are affected by breaches of the law? Is
actual damage required or is injury to feelings sufficient?

Under the provisions of article 30 of the Data Protection Act (2018), data
subjects are afforded the right to institute an action for damages against
data controllers or data processors processing personal data in contra-
vention of the provisions of the GDPR or of the same Act. The Maltese
Civil Courts are empowered to determine the amount of damages repre-
senting loss of wages or other earnings, as well as moral damages
due to the affected data subject. While claims for damages pursuant
to loss of wages or earnings must be necessarily backed by evidence
proving mathematically determinable financial losses, claims for moral
damages, including injury to feelings, are uncapped and are determined
by the civil courts. Such rights to legal remedy shall not preclude the
affected data subject from lodging a formal complaint with the Maltese
supervisory authority requesting the investigation of alleged breaches
of data protection legislation.
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Enforcement

40 | Are these rights exercisable through the judicial system or
enforced by the supervisory authority or both?

Recourse to the right to compensation, representing monetary losses or
moral damages, may be exercised personally by affected data subjects
through the filing of a sworn application before the First Hall of the
Civil Courts of Malta instituting an action for damages against the data
controller or data processor processing personal data in contravention
of applicable law. Such actions shall be instituted within a period of 12
months from the date when the data subject became aware, or ought to
have reasonably become aware, of such a contravention, whichever is
the earlier.

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions

41 | Does the law include any derogations, exclusions or
limitations other than those already described? Describe the
relevant provisions.

The law does not provide for any further exemptions or restrictions.

SUPERVISION

Judicial review

42 | Can PIl owners appeal against orders of the supervisory
authority to the courts?

The Data Protection Act (2018) establishes the Information and Data
Protection Appeals Tribunal, allowing for appeals to be filed against
legally binding decisions taken by the Commissioner within 20 days
from the service of the Commissioner’s decision. The Tribunal shall be
composed of a chairperson and two additional members representing
the interests of data subjects and of data controllers and data proces-
sors respectively. The Tribunal's decisions are furthermore subject to
the right of appeal before Malta's Courts of Appeal.

SPECIFIC DATA PROCESSING

Internet use

43 | Describe any rules on the use of ‘cookies’ or equivalent
technology.

Subsidiary Legislation 586.01, titled the Processing of Data (Electronic
Communications Sector) Regulations, implements the provisions of
Directive 2002/52 EC of the European Parliament and Council. The
Regulations address the consent required from users before sending
unsolicited communication, including SMS and cookies, with the latter
being stored on devices.

Electronic communications marketing

44 | Describe any rules on marketing by email, fax or telephone.

The General Data Protection Regulation (GDPR) addresses direct
marketing, but does not distinguish between electronic and non-elec-
tronic marketing. In the case of direct marketing, the data subject has
the right to object to the processing of their data for marketing purposes.

Subsidiary Legislation 586.01, titled the Processing of Data
(Electronic Communications Sector) Regulations implementing the
provisions of Directive 2002/52 EC of the European Parliament and
Council, also provides that a person cannot use electronic communi-
cation services to make unsolicited communication for the purpose of
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direct marketing by using automated calling machines, emails or faxes.
However, the Regulations stipulate that a person may use the contact
details obtained from a customer in relation to the sale of a product or a
service to directly market its own similar products or services.

Cloud services

45 | Describe any rules or regulator guidance on the use of cloud
computing services.

The GDPR and the Data Protection Act (2018) do not contain specific
provisions regulating the offering of cloud services within the context of
data protection and privacy laws; the general principles applied to data
processors and data controllers are thus applicable to cloud service
providers.

UPDATE AND TRENDS

Key developments of the past year

46 | Are there any emerging trends or hot topics in international
data protection in your jurisdiction?

As the use of technology becomes ever more ubiquitous, and our
worlds become ever more connected through various technologies
and the eventual rollout of the ‘internet of things', matters pertaining
to privacy shall increasingly require practical solutions rather than
mere reliance on theory. Further developments in big data analytics will
push the limits of the General Data Protection Regulation (GDPR) and
its applicability. With the collection and storage of personal data, busi-
nesses must ensure that the conditions outlined under article 22 of the
GDPR, addressing the use of automated individual decision-making and
profiling, are adhered to.

When employing the use of big data analytics, businesses shall
need to ensure that the consent of the data subject is acquired prior to
making use of automated means, unless the use of automated decision
making is required to perform a contract between the data subject and
data controller or is authorised by European Union or national laws.
Profiling of data subjects grants the same data subjects several rights
emanating from the GDPR, such as the right to be forgotten and the right
to halt certain processes. Although such rights are not absolute, busi-
nesses need to ensure that they will be able to take the necessary action
upon a request made by the data subject when enforcing their rights.

On another note, the covid-19 pandemic left a certain impact on the
global mindset as well as tangible negative economic effects. To this
end, there have been certain proposals with a purpose to introduce the
use of mobile applications (apps) for contact tracing purposes. While
the covid-19 pandemic created a basis for the introduction of such apps,
a cautious mindset should be adopted to create a balance between the
public interest and the private life of the individual and to ensure that
the use of such apps during the pandemic do not create an automatic
pretext for future force majeure events .
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