= VIRTUAL
CURRENCY
REGULATION
REVIEW

SECOND EDITION

Michael S Sackheim and Nathan A Howell

tLAWREVIEWS



= VIRTUAL
CURRENCY
REGULATION
REVIEW

SECOND EDITION

Reproduced with permission from Law Business Research Ltd
‘This article was first published in September 2019
For further information please contact Nick.Barette@thelawreviews.co.uk

Editors
Michael S Sackheim and Nathan A Howell

tLAWREVIEWS

© 2019 Law Business Research Ltd



PUBLISHER

Tom Barnes

SENIOR BUSINESS DEVELOPMENT MANAGER
Nick Barette

BUSINESS DEVELOPMENT MANAGER
Joel Woods

SENIOR ACCOUNT MANAGERS
Pere Aspinall, Jack Bagnall

ACCOUNT MANAGERS
Olivia Budd, Katie Hodgetts, Reece Whelan

PRODUCT MARKETING EXECUTIVE
Rebecca Mogridge

RESEARCH LEAD

Kieran Hansen

EDITORIAL COORDINATOR

Tommy Lawson

HEAD OF PRODUCTION
Adam Myers

PRODUCTION EDITOR

Tessa Brummitt

SUBEDITOR
Neil Fanning

CHIEF EXECUTIVE OFFICER
Nick Brailey

Published in the United Kingdom
by Law Business Research Ltd, London
Meridian House, 34-35 Farringdon Street, London, EC2A 4HL, UK
© 2019 Law Business Research Ltd
www. TheLawReviews.co.uk

No photocopying: copyright licences do not apply.

The information provided in this publication is general and may not apply in a specific situation, nor
does it necessarily represent the views of authors” firms or their clients. Legal advice should always
be sought before taking any legal action based on the information provided. The publishers accept

no responsibility for any acts or omissions contained herein. Although the information provided
was accurate as at August 2019, be advised that this is a developing area.
Enquiries concerning reproduction should be sent to Law Business Research, at the address above.
Enquiries concerning editorial content should be directed
to the Publisher — tom.barnes@lbresearch.com

ISBN 978-1-83862-055-4

Printed in Great Britain by
Encompass Print Solutions, Derbyshire
Tel: 0844 2480 112

© 2019 Law Business Research Ltd



ACKNOWLEDGEMENTS

The publisher acknowledges and thanks the following for their assistance
throughout the preparation of this book:

ALLEN & GLEDHILL LLP
AMERELLER
ANDERSON MORI & TOMOTSUNE
ARTHUR COX
BECH-BRUUN
BRANDL & TALOS RECHTSANWALTE GMBH
CLIFFORD CHANCE LLP
DENTONS
GERNANDT & DANIELSSON ADVOKATBYRA
GTG ADVOCATES
HARNEYS
HENGELER MUELLER PARTNERSCHAFT VON RECHTSANWALTEN MBB
JONES DAY
KIM & CHANG
KRAMER LEVIN NAFTALIS & FRANKEL LLP

MARVAL, O’FARRELL & MAIRAL

MVR LEGAL BV
NISHITH DESAI ASSOCIATES
PINHEIRO NETO ADVOGADOS
RUSSELL MCVEAGH
SCHELLENBERG WITTMER LTD

SCHILTZ & SCHILTZ SA

i

© 2019 Law Business Research Ltd



Acknowledgements

SCHJ@DT
SIDLEY AUSTIN LLP
STIKEMAN ELLIOTT LLP
TFH RUSSIA LLC
URIA MENENDEZ

WEBB HENDERSON

ii

© 2019 Law Business Research Ltd



CONTENTS

PREFACE.....

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 8

Chapter 9

.................................................................................................................................................... vii
Michael S Sackheim and Nathan A Howell

ARGENTINA. ..ottt 1
Juan M Diehl Moreno
AUSTRALIA ...ttt 6
Ara Margossian, Marcus Bagnall, Ritam Mitra and Irene Halforty
AUSTRIA ..ot 20
Nicholas Aquilina and Martin Pichler
AZERBAIJAN Lottt 34
Ulvia Zeynalova-Bockin
BELGIUM ..ottt ssn s 39
Michiel Van Roey and Louis Bidaine
BRAZIL ..ottt s s n 60
Fernando Mirandez Del Nero Gomes, Tiago Moreira Vieira Rocha,
Alessandra Carolina Rossi Martins and Bruno Lorette Corréa
CANADA ...ttt s 73
Alix d’Anglejan-Chatillon, Ramandeep K Grewal, Eric Lévesque and Christian Vieira
CAYMAN ISLANDS ..ot sssnes 88
Daniella Skotnicki
DENMARK ..ottt 100
David Moalem and Kristoffer Probst Larsen
FRANCGE ...t 110

Chapter 10

Hubert de Vauplane and Victor Charpiat

iii

© 2019 Law Business Research Ltd



Contents

Chapter 11

Chapter 12

Chapter 13

Chapter 14

Chapter 15

Chapter 16

Chapter 17

Chapter 18

Chapter 19

Chapter 20

Chapter 21

Chapter 22

Chapter 23

Chapter 24

GERMANY c..iiiiiiiii s 124
Matthias Berberich and Tobias Woblfarth

HONG KONG ...ttt ettt ete et et etesse st et essensesseseeaseseebessessensenseneas 145
Graham Lim and Sharon Yiu

Vaibhav Parikh, Jaidecp Reddy and Arvind Ravindranath

TRELAND ..ottt 165
Maura McLaughlin, Pearse Ryan, Caroline Devlin and Declan McBride

Jung Min Lee, Joon Young Kim and Samuel Yim

LUXEMBOURG.......ctiiiiieieinicinieieiet ettt sttt ettt sttt et senens 191
Jean-Louis Schiltz and Nadia Manzari

Ian Gauci, Cherise Abela Grech, Terence Cassar and Bernice Saliba

NEW ZEALAND ...t 210
Deemple Budbia and Tom Hunt

NORWAY ..ot 222
Klaus Henrik Wiese-Hansen and Vegard Andyé Fiskerstrand

PORTUGAL. ..ottt ettt ettt ettt ettt sa et et e st st eneeteeaseteetestessensensenean 232
Heélder Frias and Luis Alves Dias

RUSSIA Lo 242

Masxim Pervunin and Tatiana Sangadzhieva

SINGAPORE ..ot 251
Adrian Ang, Alexander Yap, Anil Shergill and Samuel Kwek

Pilar Lluesma Rodrigo and Alberto Gil Soriano

iv

© 2019 Law Business Research Ltd



Contents

Chapter 25

Chapter 26

Chapter 27

Chapter 28

Chapter 29

Appendix 1
Appendix 2

SWEDEN ... .ottt ettt et ettt ettt eas s e s ese et e ebeeaeesesesensessessensereetesreeren 270
Niclas Rockborn
SWITZERLAND ..ottt ettt ettt et et s et et eae et e ese st enseseensensereeteeneenen 280

Olivier Favre, Tarek Houdrouge and Fabio Elsener

UNITED ARAB EMIRATES ......ocoiviiiiiiiiiiii s 296
Silke Noa Elrifai and Christopher Gunson

UNITED KINGDOM ....ciiiiiiiiiiiiiinininiss s 312
Peter Chapman and Laura Douglas

UNITED STATES ...t sssssnnes 334

Sidley Austin LLP

ABOUT THE AUTHORS ... s 389

CONTRIBUTORS CONTACT DETAILS .....c.coeiiiiiiiiiiicecninies 415
\

© 2019 Law Business Research Ltd



PREFACE

We are pleased to introduce the second edition of 7he Virtual Currency Regulation Review
(the Review). The increased acceptance and use of virtual currencies by businesses and the
exponential growth of investment opportunities for speculators marked late 2018 and early
2019. As examples, in May 2019, it was reported that several of the largest global banks were
developing a digital cash equivalent of central bank-backed currencies that would be operated
via blockchain technology, and that Facebook was developing its own virtual currency pegged
to the US dollar to be used to make payments by people without bank accounts and for
currency conversions.

The Review is a country-by-country analysis of developing regulatory initiatives aimed at
fostering innovation, while at the same time protecting the public and mitigating systemic risk
concerning trading and transacting in virtual currencies. On 28 May 2019, the International
Organizations of Securities Commissions (IOSCO) published a report titled ‘Issues, Risks and
Regulatory Considerations Relating to Cryptoassets’. This report provided guidance on the
unique issues concerning overseeing cryptoasset trading platforms that provide onboarding,
clearing, settlement, custody, market making and advisory services for investors under the
umbrella of a single venue. IOSCO advised global regulators of these platforms that their
goals should be to ensure that investors are protected, fraud and manipulation are prevented,
cryptoassets are sold in a fair way and systemic risk is reduced — the same goals that apply to
securities regulation. IOSCO also advised that national regulators should share information,
monitor market abuse, take enforcement actions against cryptoasset trading platforms when
appropriate and ensure that these venues are resilient to cyberattacks. In the United States,
the US Securities and Exchange Commission has not yet approved public offerings of virtual
currency exchange-traded funds. The US Commodity Futures Trading Commission (CFTC)
has approved of virtual currency futures trading on regulated exchanges and the trading of
virtual currency swaps on regulated swap executed facilities. US regulators remain concerned
about potential abuses and manipulative activity concerning virtual currencies, including the
proliferation of fraudulent virtual currency Ponzi schemes. In May 2019, the US Financial
Crimes Enforcement Network issued guidance concerning the application of bank secrecy
laws relating to financial institutions with respect to identifying and reporting suspicious
activities by criminals and other bad actors who exploit convertible virtual currencies (virtual
currencies whose values can be substituted for fiat currencies) for illicit purposes. The CFTC
also issued an alert offering potential whistle-blower rewards to members of the public who
report virtual currency fraud or manipulation to the CFTC.

Fortunes have been made and lost in the trading of virtual currencies since Satoshi
Nakamoto published a white paper in 2008 describing what he referred to as a system
for peer-to-peer payments, using a public decentralised ledger known as a blockchain and
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cryptography as a source of trust to verify transactions. That paper, released in the dark days
of a growing global financial market crisis, laid the foundations for Bitcoin, which would
become operational in early 2009. Satoshi has never been identified, but his white paper
represented a watershed moment in the evolution of virtual currency. Bitcoin was an obscure
asset in 2009, but it is far from obscure today, and there are now many other virtual currencies
and related assets. In 2013, a new type of blockchain that came to be known as Ethereum
was proposed. Ethereum’s native virtual currency, Ether, went live in 2015 and opened up
a new phase in the evolution of virtual currency. Ethereum provided a broader platform, or
protocol, for the development of all sorts of other virtual currencies and related assets.

Whether virtual currencies will be widely and consistently in commercial use remains
uncertain. However, the virtual currency revolution has now come far enough and has
endured a sufficient number of potentially fatal events that we are confident virtual currency
in some form is here to stay. Virtual currencies and the blockchain and other distributed
ledger technology on which they are based are real, and are being deployed right now in many
markets and for many purposes. These technologies are being put in place in the real world,
and we as lawyers must now endeavour to understand what that means for our clients.

Virtual currencies are essentially borderless: they exist on global and interconnected
computer systems. They are generally decentralised, meaning that the records relating to
a virtual currency and transactions therein may be maintained in a number of separate
jurisdictions simultaneously. The borderless nature of this technology was the core inspiration
for the Review. As practitioners, we cannot afford to focus solely on our own jurisdictional
silos. For example, a US banking lawyer advising clients on matters related to virtual currency
must not only have a working understanding of US securities and derivatives regulation; he
or she must also have a broad view of the regulatory treatment of virtual currency in other
major commercial jurisdictions.

Global regulators have taken a range of approaches to responding to virtual currencies.
Some regulators have attempted to stamp out the use of virtual currencies out of a fear that
virtual currencies such as Bitcoin allow capital to flow freely and without the usual checks
that are designed to prevent money laundering and the illicit use of funds. Others have
attempted to write specific laws and regulations tailored to virtual currencies. Still others —
the United States included — have attempted to apply legacy regulatory structures to virtual
currencies. Those regulatory structures attempt what is essentially ‘regulation by analogy’.
For example, a virtual currency, which is not a fiat currency, may be regulated in the same
manner as money, or in the same manner as a security or commodity. We make one general
observation at the outset: there is no consistency across jurisdictions in their approach to
regulating virtual currencies. That is, there is currently no widely accepted global regulatory
standard. That is what makes a publication such as the Review both so interesting and so
challenging to assemble.

The lack of global standards has led to a great deal of regulatory arbitrage, as virtual
currency innovators shop for jurisdictions with optimally calibrated regulatory structures that
provide an acceptable amount of legal certainty. While some market participants are interested
in finding the jurisdiction with the lightest touch (or no touch), most legitimate actors are
not attempting to flee from regulation entirely. They appreciate that regulation is necessary to
allow virtual currencies to achieve their potential, but they do need regulatory systems with an
appropriate balance and a high degree of clarity. The technology underlying virtual currencies
is complex enough without adding layers of regulatory complexity into the mix.

viii
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It is perhaps ironic that the principal source of strength of virtual currencies —
decentralisation — is the same characteristic that the regulators themselves seem to be
displaying. There is no central authority over virtual currencies, either within and across
jurisdictions, and each regulator takes an approach that seems appropriate to that regulator
based on its own narrow view of the markets and legacy regulations. We believe optimal
regulatory structures will emerge and converge over time. Ultimately, the borderless nature
of these markets allows market participants to ‘vote with their feet’, and they will gravitate
toward jurisdictions that achieve the right regulatory balance of encouraging innovation and
protecting the public and the financial system. It is much easier to do this in a primarily
electronic and computerised business than it would be in a bricks-and-mortar business.
Computer servers are relatively easy to relocate; factories and workers are less so.

The second edition of the Review provides a practical analysis of recent legal and
regulatory changes and developments, and of their effects, and looks forward to expected
trends in the area of virtual currencies on a country-by-country basis. It is not intended to be
an exhaustive guide to the regulation of virtual currencies globally or in any of the included
jurisdictions. Instead, for each jurisdiction, the authors have endeavoured to provide a
sufficient overview for the reader to understand the current legal and regulatory environment.

Virtual currency is the broad term that is used in the Review to refer to Bitcoin, Ether,
tethers and other stablecoins, cryptocurrencies, altcoins, ERC20 tokens, digital, virtual and
cryptoassets, and other digital and virtual tokens and coins, including coins issued in initial
coin offerings. We recognise that in many instances the term virtual currency will not be
appropriate, and other related terms are used throughout as needed. In the law, the words we
use mactter a great deal, so, where necessary, the authors of each chapter provide clarity around
the terminology used in their jurisdiction and the legal meaning given to that terminology.

Based on feedback on the first edition of the Review from members of the legal
community throughout the world, we are confident that attorneys will find the updated
second edition to be an excellent resource in their own practices. We are still in the early
days of the virtual currency revolution, but it does not appear to be a passing fad. The many
lawyers involved in this treatise have endeavoured to provide as much useful information as
practicable concerning the global regulation of virtual currencies.

The editors would like to extend special thanks to Ivet Bell (New York) and Dan
Applebaum (Chicago), both Sidley Austin LLP associates, for their invaluable assistance in
organising and editing the second edition of the Review, and particularly the United States
chapter.

Michael S Sackheim and Nathan A Howell
Sidley Austin LLP

New York and Chicago

August 2019
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Chapter 18

MALTA

Ian Gauci, Cherise Abela Grech, Terence Cassar and Bernice Saliba’

I INTRODUCTION TO THE LEGAL AND REGULATORY FRAMEWORK

Malta remains at the forefront of the major developments taking place within the blockchain
and cryptocurrency scene, both within the European Union and globally. In 2016, the
Maltese government set up a Blockchain Taskforce to help create and implement a national
blockchain strategy aimed at materialising the opportunities of distributed ledger technology
(DLT) and of setting the necessary safeguards. This strategy eventually resulted in three
new laws relevant to the sector being published in 2018: the Virtual Financial Assets Act,
Chapter 590 of the Laws of Malta (the VFA Act), the Innovative Technology Arrangements
and Services Act, Cap 592 of the Laws of Malta ITASA), and the Malta Digital Innovation
Authority Act, Cap 591 of the Laws of Malta (the MDIA Act).

Considering the size of Malta’s gaming sector, it is natural to link this thriving sector
to the future of DLT; Malta was a trailblazer in the gaming sector and in its regulation of
gaming law, creating a robust framework wherein licensees can operate in a well-regulated
and flexible atmosphere.

Malta has not only enacted three full pieces of legislation but various stakeholders and
authorities continue to release guidelines to assist in the application and implementation of
these new laws. For instance, the Malta Gaming Authority has issued a position on virtual
currencies and their adoption within the Maltese gaming context and has created a sandbox
for the use of certain cryptocurrencies by MGA licensees. The Malta Financial Services
Authority (MFSA) has also issued three Rulebooks covering the role of virtual financial
asset (VFA) agents, issuers of initial coin offerings (ICOs) and providers of crypto services.
Following the coming into force of the VFA Act and the finalisation of the aforementioned
Rulebooks, the MFSA has recently approved the first batch of VFA agents and launched
the application forms for prospective crypto services (VFA service providers) and issuers to
respectively initiate the licensing process and white paper registration.

I SECURITIES AND INVESTMENT LAWS

Investment services rendered in relation to securities and financial instruments, whether
traditional or dependent upon DLT; are regulated by the Maltese Investment Services Act,

1 Tan Gauci is a managing partner, Cherise Abela Grech and Terence Cassar are senior associates, and Bernice

Saliba is a junior associate at GTG Advocates.
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Chapter 370 of the Laws of Malta and the Markets in Financial Instruments Directive
(MIiFID). On the other hand, the VFA Act aims to regulate DLT assets, which are to be
distinguished from financial instruments, electronic money and virtual tokens.

The VFA Act defines virtual tokens as a form of digital medium recordation whose
utility, value or application is restricted solely to the acquisition of goods or services, either
solely within a DLT platform on or in relation to which it was issued or within a limited
network of DLT platforms. If a virtual token is or can be converted into another DLT asset
type, it is treated as the DLT asset type into which it is or may be converted, unless its
technical set-up prohibits the virtual token’s conversion.

Electronic money is regulated in accordance with the Financial Institutions Act (Chapter
376 Laws of Malta) and specifically Directive 2009/110/EC of the European Parliament and
of the Council of 16 September 2009 on the taking up, pursuit and prudential supervision
of the business of electronic money institutions.

The term VFA is defined as any form of digital medium recordation that is used as
a digital medium of exchange, unit of account or store of value, and that is not electronic
money, a financial instrument or a virtual token. Thus, primarily, the VFA Act aims to
regulate assets that do not fall within the parameters of traditional security legislation.

To offer legal clarity regarding this distinction, the MFSA created the Financial
Instrument Test. The Test must be applied to each DLT asset (i.e., financial instruments,
electronic money or virtual tokens dependant on DLT) to determine its nature and the
respective applicable legal framework based on the token’s features.

Once the type of DLT asset is determined, the following legal regime will be applicable:

virtual tokens are not regulated by any specific body of law in Malta;

financial instruments are defined as set out in the MiFID and thus regulated by financial

services legislation;

¢ electronic money is regulated in Malta by the Financial Institutions Act; and
d  VFAs are regulated by the VFA Act.

The Test is expected to be carried out compulsorily within the context of an ICO for VFAs,
referred to as an initial VFA offering (IVFAO) by the issuer and his or her VFA agent. It must
also be carried out by persons providing any service or performing any activity within the
context of the VFA Act or traditional financial services legislation in relation to DLT assets
whose classification has not been determined. Given that the type of DLT asset may change
during its lifetime, the MFSA may at any time order the conduct of the Test again to obtain
an update on the determination of a DLT asset. If the DLT asset is not issued in or from
Malta, the Test must be conducted before any service involving the asset is provided in Malta.

If a DLT asset, such as a securitised token, is considered to be a financial instrument
by the Financial Instrument Test, then it is to be regulated by financial services legislation.
In this case, rather than conducting an IVFAO or ICO, the issuer would need to assess
whether the security token offering qualifies as an offer to the public or not. If it is deemed
to constitute an offer to the public, then a prospectus must be drafted and registered with the
authority in line with the Prospectus Regulation (as of 21 July 2019).

III BANKING AND MONEY TRANSMISSION

When addressing the holding of cryptocurrencies between issuer and investor during the
undertaking of a VFA service, the VFA Act makes reference to wallets.
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The VFA Act addresses custodian and nominee services and defines them as a VFA
service licensable under the Act. Under the VFA Act, acting as a custodian or nominee
holder of VFAs or private cryptographic keys, or both, or if in conducting such activities the
nominee is holding such assets or keys on behalf of another person, these are considered to
be VFA services.

According to the VFA Act, an issuer must provide a detailed description of the issuer’s
wallet or wallets used in the white paper along with a description of the ‘security safeguards
against cyber threats to the underlying protocol, to any off-chain activities and to any wallets
used by the issuer’. The Act thus addresses security measures that are paramount to the
existence and reliability of a wallet. The Act does not impose any requirements in terms
of the actual technology to be used when hosting such wallets, thus ensuring the intended
neutrality of the law.

If a DLT asset is classified as electronic money, it continues to be regulated by the
Financial Institutions Act, and ancillary rules and regulations.

The provision of banking services in relation to cryptocurrencies, and more specifically
VFAs, continues to be regulated by financial services legislation through the Banking Act,
and ancillary rules and regulations.

IV ANTI-MONEY LAUNDERING

Money laundering is criminalised primarily by means of the Prevention of Money Laundering
Act and the Prevention of Money Laundering and Funding of Terrorism Regulations
(PMLFTR). The PMLFTR contain detailed provisions on the measures and procedures to
be maintained and applied by subject persons.

As with all new technologies, there are often hurdles that stand between advancement
and stasis. Anti-money laundering could be considered to be one such hurdle in the sphere of
cryptocurrency regulation. Concerns about money laundering and the funding of terrorism
are often the rationale behind the banning of virtual currencies entirely. One of the primary
risks noted by the authorities, along with regulators around the globe, is the anonymous and
pseudo-anonymous nature of cryptocurrencies.

The Prevention of Money Laundering Act and the PMLFTR are supplemented by the
Implementing Procedures issued by the Financial Intelligence Analysis Unit (FIAU). The
Implementing Procedures are binding on subject persons, and failure to comply is subject to
an administrative penalty.

The term subject persons is defined in the PMLFTR as ‘any legal or natural person
carrying out either relevant financial business or relevant activity’. The terms relevant activity
and relevant financial business are further defined and, as yet, make no specific reference to
virtual currencies or issuers thereof. The VFA Act therefore has extended the term subject
person to include issuers of VFAs conducting an IVFAO as well as those offering VFA services.
The VFA Regulations also set out that the term includes persons who are acting under an
exemption from the requirement of a VFA licence. This therefore means that the provisions
of the PMLFTR as well as the FIAU Implementing Procedures regulate the procedures and
measures to be adopted by such persons under the VFA Act with regards to anti-money
laundering and countering the funding of terrorism.
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Subject persons, therefore, as defined in both the PMLFTR and the VFA Act, must take
appropriate steps to identify the risks of money laundering and the funding of terrorism that
could arise out of their business activities. This risk assessment must be properly documented,
as the FIAU may demand this documentation.

Subject persons under the VFA Act are required to appoint and have a money laundering
reporting officer (MLRO) in place at all times. The role is an onerous one and can only be
held by individuals who fully understand the extent of the responsibilities attached to it. The
MLRO must be a senior employee or a member of the board of administration.

In 2016, the European Commission proposed a fifth revision of the Anti-Money
Laundering Directive. The proposal included measures that aimed to enhance the powers of
the European Union in the fight against money laundering, as well as to introduce safeguards
in the area of virtual currencies.

One of the changes that affected the cryptocurrency sphere was the extension of the
scope of the Directive to cover both wallet providers and exchange service providers. Perhaps
the most important change that came about through this revision was the inclusion of a
definition of virtual currencies. This definition ensures that providers of exchange services
and custodian wallet providers would also have to comply with the Directive.

The definition states that virtual currencies are ‘a digital representation of value that is
not issued or guaranteed by a central bank or a public authority, is not necessarily attached to
a legally established currency, and does not possess a legal status of currency or money, but is
accepted by natural or legal persons, as a means of exchange, and which can be transferred,
stored and traded electronically’. This definition ensures that the concepts of electronic
money and funds are entirely separate to that of virtual currencies.

The preamble to the Fifth Anti-Money Laundering Directive, which was adopted in
April 2018, also provides further clarity, stating that virtual currencies may be used as a
means of exchange, for investment purposes, as store-of-value products or in online casinos.
It is important to note that the Fifth Anti-Money Laundering Directive also limits itself to
regulating fiat-to-crypto exchanges and not crypto-to-crypto exchanges.

The FIAU has issued a consultation document that is intended to be an updated version
of the current Implementing Procedures, with the purpose of extending their scope to the
VFA legal framework.

V  REGULATION OF EXCHANGES

The VFA Act regulates virtual exchanges established in Malta to protect investors from fraud
and market abuse to combat money laundering and the financing of terrorism activities, and
to ensure that exchanges operate using reliable technology.

The VFA Act only allows VFAs to be admitted on VFA exchanges. Indeed, DLT assets
that are qualified as financial instruments through the Financial Instrument Test must be
exchanged on traditional financial markets. Virtual tokens as defined in the VFA Act cannot
be exchanged on a DLT exchange; in fact, if a virtual token is traded on a DLT exchange it
would change the nature of a virtual token, causing it to be regulated ecither by the VFA Act
or traditional financial services laws.

Operating a VFA exchange is expressly considered as one of the VFA services listed in
the Act. As a VFA service provider, the operator of a VFA exchange must therefore comply
with all the requirements governing the offer of a VFA service. It must:

a  bealegal person established in Malta;
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4 establish different entities if it wishes to conduct activities incompatible with its VFA
licence;

¢ select a VFA agent approved by the MFSA to act as liaison between the exchange and
the MFSA during the licensing process, and to ensure that the provisions of the Act are
propetly complied with;

d  apply, through its VFA agent, and obtain a licence granted by the MFSA, and comply
with the rules and regulations applicable to licence holders;

e conduct the Financial Instrument Test on all the DLT assets listed on the exchange
both when admitting that asset for trading onto the exchange and when the asset
changes in nature;

f  circulate advertisements that are accurate and consistent;

g appoint a MLRO who must be a senior employee of the licensee, its compliance officer
or a member of the board of administration;

h  appoint a compliance officer responsible for the compliance function of the exchange
and for any reporting required by the MFSA Rules; and

i comply with all the relevant regulations made in application of the Act, such as the
MFSA Rules.

The operator of a VFA exchange may offer other VFA services provided it holds a licence to
do so. However, a VFA licence holder may not offer VFA services that are not covered by
the licence held by the VFA licensee and may not conduct other business activities requiring
a licence under Maltese law unless it establishes separate entities for these activities. This
segregation of activities, particularly when offering both services under the VFA Act and
services under the financial services framework, is intended to better protect investors’ assets.

The MFSA may require access to all information related to any asset traded on a
VFA exchange. As the competent authority, it may decide or demand that a VFA exchange
discontinue or suspend the trading of an asset, and even any derivative related to it, if the
asset no longer complies with the definition of a VFA, if it believes or suspects that a provision
of the Act has been infringed, or if the orderly transaction of business is being prevented.

The Act also regulates the advertisement of the admission of a VFA to trading on a
VFA exchange. Advertisements must be clearly identifiable as such, and may not include
inaccurate or misleading information. The information must also be consistent with the
required contents of the white paper. Furthermore, no person other than a VFA licence
holder may issue an advertisement relating to a VFA service in or from Malta unless its
contents have been vetted and approved by the licence holder’s board of administration.

A VFA exchange must ensure that it is equipped with effective systems of detecting
possible market abuse. Any suspicion of market abuse must be reported immediately to the
MEFSA. This refers to instances of insider dealing, unlawful disclosure of inside information
and market manipulation when dealing with VFAs.

VI REGULATION OF MINERS

The VFA Act is drafted with technology neutrality in mind, and its application is therefore
not based on the way a coin is created (whether by proof of work, proof of stake or other
consensus mechanisms).

Nevertheless, miners remain generally unregulated within the context of Maltese law.
Reference is, however, made to miners within the ‘Guidelines for the VAT Treatment of
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transactions or arrangements involving DLT Assets’, which provide that should miners
receive payment for other activities, such as services in connection with the verification of
a specific transaction, these services are deemed to be a chargeable event, with applicable

Maltese VAT standard rates.

VII REGULATION OF ISSUERS AND SPONSORS

The VFA establishes legal definitions of numerous cryptocurrency and DLT-related concepts,
offering legal certainty to business promoters and investors alike. The concept of an initial
coin offering is termed an IVFAQO, which excludes the issue of a virtual token and a financial
instrument.

Any person wishing to offer a VFA to the public in or from Malta, or wishing to
apply for the VFA’s admission to trading on a DLT exchange, must draw up a white paper
in line with the VFA Act and register it with the MFSA 10 working days before the date of
its circulation in any way whatsoever. Thus, to conduct an IVFAOQ, it would be necessary to
conduct the Financial Instrument Test to ensure that the DLT asset is in fact a VFA. The Test
is discussed at length in Section II.

The issuer must be a legal person managed by at least two individuals to ensure the
principle of dual control and to appoint a board of administrators, an MLRO, an auditor
and, where necessary, a custodian and a systems auditor. Issuers are also required to:

a  conduct their business with honesty and integrity;

4 communicate with investors in a fair, clear and non-misleading manner;

¢ conduct their business with due skill, care and diligence;

d  identify and manage any conflict of interest that may arise;

e have effective arrangements in place for the protection of investors” funds;

f  have effective administrative arrangements; and

¢ maintain all their systems and security access protocols to appropriate international

standards.

The white paper must describe the IVFAO project in simple and informative terms and must
be registered with the competent authority (the MESA). The MFSA may, in certain specific
cases, prohibit or suspend an IVFAO.

The white paper issued for an IVFAO must include information that, according to
the particular nature of the issuer and of the VFAs offered to the public, is necessary to
enable investors to make an informed assessment of the prospects of the issuer, the proposed
project and the features of the VFA. The white paper may not contain a condition requiring
or binding an investor to waive compliance with any requirement under the VFA Act,
or purporting to affect the investor with notice of any contract, document or matter not
specifically referred to in the white paper. The VFA agent is required to confirm that the white
paper complies with the requirements of the VFA Act.

The VFA agent is also required to advise and guide the issuer as to its responsibilities and
obligations under the VFA Act. The VFA agent must also receive and retain all documentation
and information to demonstrate how, and to what extent, the issuer has satisfied the
requirements prescribed in the VFA Act and of any ancillary rules or regulations insofar
as they apply to any offer or admission to trading. This includes ensuring that the issuer is
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considered to be a fit and proper person to carry out such activities, and demonstrating how
the issuer has complied and, as far as it can be determined, will comply with its continuing
obligations under the VFA Act.

Before issuing an IVFAO, the issuer must also provide a copy of the audited annual
accounts for the past three financial years and a confirmation by its systems auditor that
its technology arrangement complies with the qualitative standards and guidelines issued
by the Malta Digital Innovation Authority (MDIA), a new DLT regulator created by the
government.

The VFA Act also regulates the advertisement of any IVFAO. Such advertisement must
be clearly identifiable as such, and may not include inaccurate or misleading information.
The information must also be consistent with the required contents of the white paper.

VIII CRIMINAL AND CIVIL FRAUD AND ENFORCEMENT

The VFA Act, together with the Virtual Financial Asset Regulations and the ancillary MFSA
Rulebooks, confer the minister responsible for the regulation of financial services and the
MFSA with powers to protect investors’ interests while also overseeing the orderly transaction
of business, primarily that of IVFAOs and VFA service providers.

Issuers of VFAs are liable for damages sustained by a person as a direct consequence
of that person having bought VFAs, either as part of an IVFAO by the issuer or on a DLT
exchange, on the basis of any false information contained in a white paper, on a website or in
an advertisement. A statement included in a white paper, on a website or in an advertisement
is deemed to be untrue if it is misleading or otherwise inaccurate or inconsistent, either
wilfully or in consequence of gross negligence, in the form and context in which it is included.

The MFSA may suspend or terminate the trading of a VFA if this is in the interest of
the VFA exchange, investors or the general public. Conversely, to avoid causing significant
damage to investors’ interests or the orderly functioning of a VFA exchange, the VFA exchange
may suspend or remove from trading a VFA that no longer complies with the definition of a
VFA or with its by-laws.

The MFSA may impose unilateral decisions on any issuer of an IVFAO and on any
VFA agent or VFA service provider. It is thus empowered to:

a request information from any person;

4 order the review of the determination of a DLT asset and submit this determination
to a test;

c appoint inspectors to investigate and report on the activities of an issuer, VFA agent or
VFA service provider;

d order an issuer or service provider to cease operations or appoint a person to advise him
or her, take charge of his or her assets, or even control his or her business;

e order the suspension or the discontinuation of the trading of a VFA; and

f  impose administrative penalties.

Where a VFA licence holder, or the secretary, a member of the board of administration or
any other person responsible for a licence holder, contravenes or fails to comply with any of
the licence conditions, or he or she is deemed to be in breach of the VFA Act, regulations or
rules, including through a failure to cooperate in an investigation, the MFSA may impose
an administrative penalty of up to €150,000 by notice in writing and without recourse to a
court hearing.
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In the public interest, most decisions made by the competent authority are subject to
appeal in front of the Financial Services Tribunal.

IX TAX

The VFA Act does not put in place any specific tax regime in relation to cryptocurrencies, and
more specifically VFAs. However, the VFA Act provides that regulations may be drawn up by
the responsible minister to address certain tax matters, thus allowing for further regulation
outside the main Act. In fact, the Maltese Inland Revenue Department has issued guidelines
for the treatment of VAT for transactions involving DLT, guidelines on the Income Tax
Treatment of transactions or arrangements involving DLT Assets, and Guidelines for the
purpose of the Duty on Documents and Transfers Act. The guidelines address the various
types of DLT Assets that exist, including the treatment of hybrid tokens.

Under the Income Tax Rules, the guidelines provide that any payment carried out in
cryptocurrencies is to be treated as payment made or received in other currencies. However,
generally, to determine duty on document transfers, this determination is to be made on
a case-by-case basis. Charging of VAT depends on whether a specific good or service is
identified.

On other matters ancillary to tax, the responsible minister can issue regulations to be
able to organise compensation schemes for investments, and those schemes are exempt from
the payment of income tax as of their date of establishment.

Furthermore, the First Schedule of the VFA Act provides that when drawing up a white
paper to offer a VFA, any applicable tax that might apply to that VFA is to be included in
the white paper.

X  OTHERISSUES

The VFA Act does more than just regulate the roles of issuers and exchanges; in fact, the
Second Schedule of the VFA Act refers to other services that, when provided in relation to
VFAs, constitute a licensable activity under the VFA Act. These include:

a  the receipt and transmission of orders;

6 the execution of orders on behalf of other persons;
c dealing on own account;

d  portfolio management;

e custodian and nominee services;

f  investment advice; and

¢ the placing of VFAs.

Following the entry into force of the Act, these activities require a licence to operate in or
from Malta, and must comply with the ongoing obligations set out in the Act.

The accompanying Regulations to the Act and MFSA rules emerging from the Rulebook
contain detailed provisions on the licensing requirements for VFA service providers and the
licensing process.

The Regulations provide for four classes of licences, which each have varying minimum
capital requirements.

All prospective VFA service providers must be set up as a legal person managed by
at least two individuals to ensure the principle of dual control; this was, in fact, one of the
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changes carried out to the VFA legal framework with the adoption of the third Rulebook for
VFA Service Providers. Prospective VFA service providers must appoint a money laundering
reporting officer and a compliance officer. The VFA service provider may also be required
to appoint a systems auditor in relation to its innovative technology arrangement. The
VFA service provider must also establish a cybersecurity framework, maintain adequate risk
management policies and procedures, safeguard clients’ rights in relation to virtual financial
assets and money, and keep records of all its services and transactions.

The VEA Act also regulates the role of the VFA agent who is responsible for representing
a prospective VFA service provider before the MFSA, and who acts as an intermediary
between the authority and the provider. An issuer of VFAs or any VFA service provider
seeking licensing or authorisation under the Maltese regime is required to appoint a VFA
agent to apply on his or her behalf.

An application for a VFA services licence may only be done through a VFA agent.
The VFA agent is required, diligently and with utmost good faith, to submit full and correct
information whenever it is required to do so; and to support the MFSA in carrying out its
reviews to establish that the applicant is a fit and proper person to provide the VFA service,
that it has a good reputation, that it is competent and solvent, and that it will comply with
and observe the requirements of the VFA Act, and any regulations made and rules issued
thereunder and that are applicable to it.

The government has also created a new DLT regulator, the MDIA. The MDIA will
be tasked with issuing certifications for innovative technology arrangements, which are
primarily regulated under the ITASA. Innovative Technology Arrangements include types of
DLT, smart contracts and DAOs. The ITASA’s certification regime is a voluntary one, unless
an Innovative Technology Arrangement is used with VFAs.

XI LOOKING AHEAD

The VFA Act and ancillary regulations and rules were drafted with technology neutrality
in mind to be able to keep abreast with technological advancements in this field. As Malta
begins to regulate cryptocurrency-related activities through its licensing regime, the regulator
will undoubtedly respond to the industry’s requirements, and assess the efficiency and
applicability of the legal regime to consider any possible amendments for its improvement.
The government is now also looking ahead, having already set up an artificial intelligence (AI)
taskforce and outlined the first details of Malta’s Al policy focusing on investment, start-ups
and innovation, and public sector adoption and private sector adoption.
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